
ONLINE SAFETY Part C 
Information and Guidance for Parents and Carers



ONLINE SAFETY 

Information and Guidance for Parents and Carers

Part C

7. Risks and negative experiences
8. Staying safe online
9. Critical thinking-can you trust what you read online?
10. Resources and support



7. RISKS AND NEGATIVE 
EXPERIENCES



Summary of children’s negative experiences:

Source: Children and parents: 
Media use and attitudes 
report 

BUT Only 20% of parents 
report their child telling them 
about this in the same time 

frame. 



So what are the RISKS? 

Keeping Children Safe in Education

content: being exposed to illegal, inappropriate, or harmful content, for example: 

pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation, and 
extremism.

contact: being subjected to harmful online interaction with other users; for example: peer to 

peer pressure, commercial advertising and adults posing as children or young adults with the 
intention to groom or exploit them for sexual, criminal, financial or other purposes

conduct: online behaviour that increases the likelihood of, or causes, harm;  sharing and 

receiving explicit images (e.g. nudes and semi-nudes and/or pornography and online bullying

commerce: risks such as online gambling, inappropriate advertising, phishing and or 

financial scams



https://parentsafe.lgfl.net/ 

https://parentsafe.lgfl.net/


Current issues that schools are dealing with right now Include:

Bullying

Sexual 
extortion

Violent 
pornography

Disinformation + 
Misinformation 
– what can you 

believe 
anymore?

Nudes - 
pressure to 
share and 
receiving 

them

Fake 
accounts/ 

profiles

Self-
harm/suicide 
content and 
coercion to 

this

Grooming  / 
exploitation

An internet 
made for 

adults 
accessible to 

children

Gen AI

Threats to 
harm family 
members if 
they don’t…

Violent 
misogyny

Lack of role 
models

Radicalisation



Half of children say they use artificial intelligence (AI) tools

Source: Children and parents: media use and 

attitudes report 2025https://www.childnet.com/wp-content/uploads/2025/03/Childnet-Cheat-Sheet-GenAI.pdf 
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Generative AI – what do you think the risks are ? 
are? 

https://www.youtube.com/watch?v=XEsHwss2x8E&list=PLaIzX4UgxCRl8e_36R79fqLp_qt1imm4D&index=3&t=203s 

https://www.youtube.com/watch?v=XEsHwss2x8E&list=PLaIzX4UgxCRl8e_36R79fqLp_qt1imm4D&index=3&t=203s


Generative AI – find out how nudify apps might impact young people or 
why a teenager might make friends with a chatbot

WeProtect

https://www.weprotect.org/


Financially Motivated Sexual Extortion – ‘SEXTORTION’

NSPCC (2024) Young people’s experiences of online sexual extortion or ‘sextortion’. London: NSPCC.
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Source: Children and parents: media use and 

attitudes report 2025

Sixteen per cent of children livestream their own videos
• 3-9 year-olds (1 in 10)
• 10-12 year-olds (2 – 10)

Why does this MATTER? 

Livestreaming



Source: IWF Annual Data & Insights Report 2024, published April 2025

There were more 7-10-year-olds in child sexual abuse material 
(CSAM) images found by IWF than 11-13s in 2024
It can also affect younger children



Being safer while 
live streaming

• Talk to them about what they are sharing 

• Use devices in public spaces e.g. lounge not bedroom

• Check privacy and safety settings on the app/site

• Be wary of requests to chat in private

• Know Support and Reporting functions

15



undressed.lgfl.net 

So, what can YOU do? 



Sharing Nudes / Semi-Nudes

Source: Children and parents: Media 
use and attitudes report 

Older girls (aged 16-18) were more 
likely than boys to have ever been 
exposed to potentially uncomfortable 
or unwanted types of contact:

Receiving pictures or 
videos of naked / half-

dressed people
32% 

Asked to share 
naked/half-dressed 

pictures of themselves 
24%



“I’d probably get one or two messages a 
month. They want [to add you on 

Snapchat] because on Snapchat, you can 
send pictures that you can’t get away 

with on Instagram.” 

“It [receiving an inappropriate message from a 
stranger] hasn’t happened in a long time. 

Maybe once in the last year… 
It doesn’t happen much anymore because I 
don’t really talk to people I don’t know any 

more.” 

Early in the year: Taylor (13) received messages 
from people she did not know that included 
nude images or inappropriate messages. 

End of year: She had taken steps to reduce this happening 
by no longer adding people on Snapchat after they had 
messaged her on Instagram or using Snapchat’s Quick Add 
feature to talk to strangers. 

NSPCC Targeting of Girls Online Report

Children and parents: Media use and attitudes report 

https://www.nspcc.org.uk/about-us/news-opinion/2025/social-media-sites-failing-to-protect-girls-from-harm-at-every-stage/


So, what can YOU do?  

CEOP

youtu.be/XjV0lKYpakk?si=6ONdtZJRjfB6bSRj – what parents and carers need to know
youtu.be/E5LA2nKHVZ0?si=gU3_jXFF51TU3vTq  – when should you be worried?

https://youtu.be/XjV0lKYpakk?si=6ONdtZJRjfB6bSRj
https://youtu.be/E5LA2nKHVZ0?si=gU3_jXFF51TU3vTq


Source: 
https://www.childrenscommissioner.gov.uk/resource/pornogr
aphy-and-harmful-sexual-behaviour/ 

Average age children first view pornography is 13 

Substantial proportions viewed it at a much younger 
age – 27% by age 11 and 10% by the age of 9

Unbearable pressure to view hardcore 
pornography even if they do not want to

Degrading acts and 
violence against women

Think it is reflective of real 
life or healthy relationships

Pornography sites are not the only way, or even the 
most popular way, that young people access online porn 

Wide prevalence of on social media platforms 
such as Twitter, Snapchat and Instagram

Pornography

Would you know 
how to talk to your 

child about 
pornography?
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• Disturbing, graphic and illegal content:
• Fights / beatings / stabbings / raids
• Sexual assaults, sex acts involving children, CSAM
• Sale of weapons and drugs online
(Some see this type of content several times a day, daily)

• Wouldn’t consider reporting – seen what happens to a ‘grass’

• While other children use Snapchat’s built-in filters to add funny effects to 
their selfies, the filter these children experience is the normalisation of 
humiliation, aggression, violence and crime

Source: Revealing-Reality: Anti-social-Media Report 2023

Snapchat: ‘It’s our evening news…’



UK Reporting Helplines and Services for Children and Young People

ChildLine
A free, private and 
confidential service 
where CYP can talk 
about anything to a 
trained counsellor, 
online or on the 

phone

Report 
Remove

A free tool that allows 
children to report 

nude or sexual images 
and videos of 

themselves that they 
think might have been 

shared online

NCA
Young people can 
report concerns 

about child sexual 
abuse and 

exploitation to NCA

Go to reporting.lgfl.net to find out more

Call 101 or 999 if 
there is an 
immediate risk of 
harm to your child

https://www.lgfl.net/online-safety/resource-centre?s=5


8. STAYING SAFE ONLINE 
AND REPORTING



What do YOUNG PEOPLE do to STAY SAFE ONLINE? 

Go to reporting.lgfl.net to find out how to remove content from social media and where to report bullying, 
racial hatred, terrorism, sexual abuse and more

Source: Children and parents: media use and 

attitudes report 2025

Only 15% had used a reporting or flagging function 
(36% were aware of these functions)

https://www.lgfl.net/online-safety/resource-centre?s=5


Do YOU know HOW TO REPORT to apps / sites? 

Internet Matters has helpful 
guides for social media apps and 
sites at 
internetmatters.org/parental-
controls/social-media
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A simple Google search with the 
site name, e.g. ‘reporting in 
Snapchat’ will bring up the steps 
to take and signpost to the 
reporting page



Remember!
✓ Before signing up to any app/site, check that your child meets the minimum age 

requirement for the platform to understand the risks

✓ Remind your child to be cautious about accepting friend requests  - a real friend is 
someone they/you know in real life, not a ‘friend’ they met gaming or in a chat room. 
Encourage them to ask you for advice if they are unsure.

✓ Stress the importance of not sharing personal information with online ‘friends’

✓ Keep passwords confidential

✓ Check their privacy settings, emphasising the importance of not sharing personal 
information with strangers, and emphasising the confidentiality of passwords are all 
important steps

✓ You can report any content, e.g. a post, image or harmful, misleading or damaging 
comment

✓ Remember that reporting doesn't guarantee immediate removal, as platforms assess 
reported content based on their respective rules and policies



UK Reporting Helplines and Services for Children and Young People

ChildLine
A free, private and 
confidential service 
where CYP can talk 
about anything to a 
trained counsellor, 
online or on the 

phone

Report 
Remove

A free tool that allows 
children to report 

nude or sexual images 
and videos of 

themselves that they 
think might have been 

shared online

NCA
Young people can 
report concerns 

about child sexual 
abuse and 

exploitation to NCA

Go to reporting.lgfl.net to find out more

Call 101 or 999 if 
there is an 
immediate risk of 
harm to your child

https://www.lgfl.net/online-safety/resource-centre?s=5


9. CRITICAL THINKING



Source: Children and parents: media use and 

attitudes report 2025

Does your child TRUST everything they see online? 

Sixteen and seventeen-year-olds are less sure of their ability to distinguish the real from the fake online 
than they were last year

Try our Critical Thinking Quiz at believe.lgfl.net  

For young teenagers (12-15s), although TikTok continues to be their most-used single source for news, their most 
trustworthy source for news is their family.

https://goingtoofar.lgfl.org.uk/believeit.html


Visit goingtoofar.lgfl.net to find out how to help children:
• recognise extremist behaviour and content on social media/apps/games
• understand actions likely to attract police investigation
• get help
• report concerns

Source: Children and parents: media use and 

attitudes report 

32% of 8-17s had seen 
something they found 

worrying or nasty online 
in the past 12 months

59% of parents were 
concerned about them 

being influenced by 
extremist content

https://goingtoofar.lgfl.org.uk/default.html


Let’s take this quiz 
together at 
takingastand.lgfl.net

Are they aware of the implications their actions could have? 
Could they be breaking the law?
Or putting themselves or others at risk? 

Visit goingtoofar.lgfl.net to find out more.

Source: Children and parents: media use and 

attitudes report 

https://goingtoofar.lgfl.org.uk/takingastand.html
https://goingtoofar.lgfl.org.uk/default.html


1. You notice lately there 
are lots of posts from a 
group appearing on your 
page which are offensive 
and racist. 

What can you do about it?



• Nothing, just ignore them

• Report them directly via the site’s report button

• Select the option to unfollow or stop seeing 
posts from this group



2. Your class are all talking about 
this funny meme. It’s making fun of 
people from another country, and 
some of the comments are really 
rude. 

There are lots of ‘likes’. 

How could you respond?



• ‘Like’ it – after all it can’t do any harm

• Join in the comments so you can also be part 
of the group

• Share it

• Report it directly to the site as racism 

• Talk to a trusted adult for advice



3. This pop star tweets a 
post showing how she’s lost 
weight by taking these diet 
pills- she says the first 100 
people can get it half price. 

What could you do?



• Buy them straight away 

• Think about her motives - she might be being paid to 
advertise it

• Check the reviews 

• Discuss with a parent/carer before buying anything 
online

• Do your research and to find out more about this 
subject



9. An influencer you came 
across shared a link where you 
can meet new friends and chat 
anonymously without 
worrying about getting in 
trouble with the law. 

What could you do?



• Join the chat, after all it’s anonymous so it can’t do any 

harm

• Invite one of your friends to come along so you can both 

make new friends

• Check with a trusted adult at home or school



10. RESOURCES AND 
SUPPORT



• Manage screen 
time 

• Set controls and 
settings

• Understand apps 
and games

• Talk to children 
about risk - from 
bullying & sharing 
content, to 
extremism & gangs

Visit parentsafe.lgfl.net for tips and ideas to help parents:

https://parentsafe.lgfl.net/digital-family-agreement


Source: Children and parents: media use and 

attitudes report 2024

Find conversation starters, story time ideas and  top tips to 
reinforce key safety messages at parentsafe.lgfl.net  

https://www.lgfl.net/online-safety/resource-centre?s=16




parentsafe.lgfl.net



Why not have a family agreement to: 

• clarify what is allowed...or not

• establish ground rules like no phones at 
the table or in the bedroom at night-time

• agree shared expectations to reduce 
arguments and keep everyone safe & 
healthy

Download it at parentsafe.lgfl.net/digital-family-agreement
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parentsafe.lgfl.net
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